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CYBER FRAUD WARNING  
 

This Cyber Fraud Warning (“Warning”), dated _______________________________, 20___, is 
given to ___________________________________________________________________________ by 
____________________________________________________________ of RE/MAX Equity Group. 

 
Parties to real estate transactions are falling victim to various schemes designed to steal their 

money.  This Warning describes some of the ways that criminals are trying to deceive consumers, and it 
describes ways you can protect yourself. 

Spoofed emails:  Hackers are breaking into personal email accounts to look for ways to defraud 
people.  If hackers find out that you are in the middle of a real estate transaction, they may spoof 
an email from your real estate agent or from the title and escrow company.  The email may claim 
that there has been a change in the wiring instructions, and that you need to send your money to a 
different location.  In this scenario, the funds actually go to the hacker’s account, which gets 
cleared out before anybody knows about the fraud.  Take these steps to protect yourself: 

 Verify email by calling a phone number obtained from a legitimate source (not the email 
that you received).   

 Don’t send financial information via email or to an unknown website. 
 Don’t click on a link if you don’t know where it is taking you, even if you know the 

sender: the sender’s email account may have been hacked. 
 Use strong passwords and change them regularly. 
 Don’t use unsecured wifi.  
 Use up-to-date software, especially firewall and anti-virus technology. 

Ransomware: Hackers penetrate a computer’s security system and block access to critical files, 
making it impossible to use them until the owner pays a large amount of money to the hacker.  If 
you click on the wrong thing and get a ransom message, take a couple of steps immediately: 

 Disconnect the computer from any network it is on and turn it off. 
 Consult an IT professional. 

Tech Support Scams:  People who call you claiming that there is something wrong with your 
computer are usually lying.  Unless you have approached that company to fix your computer, just 
hang up. 

Phishing:  Scammers use email, instant messages and pop-up windows to gain control of your 
computer.  Once they have that access, they can use personal information to defraud you or 
others.  Don’t click on things or give people information unless you trust them. 

There is usually little that law enforcement can do to help in these situations.  Consumers can 
report incidents to the local FBI office, but chances are slim that a fraudulent act will be exposed within a 
time period that is helpful to the victim.   

If you have questions or concerns about cyber fraud, please contact a computer security expert.   
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